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These days, employees these
days must be careful about
what they post on the

Internet, because it may affect
their ability to be hired and pro-
moted or even alter their current
employment status. Employers
often Google information about
prospective employees and use
this information when checking
references and conducting back-
ground checks. It is now common
for employers to check Web sites
like Facebook and MySpace
before hiring an employee. 

MySpace, Facebook, YouTube,
blogs, E-mails, and other Internet
fodder are open for everyone to
browse. Anyone with Internet
access can instantly search for
information about anybody.
There are even Web sites and
blogs dedicated to discussing
work environments — employees
complaining about employers
and even rating employers, and
employee forums. 

There are many professions
that are extremely image-con-
scious and dependent upon the
utmost professionalism of their
employees. Employees should be
sensitive to posting personal
information that an employer
may consider unsavory or unpro-
fessional, because it may affect
their potential to remain
employed. Remember that ‘at-
will’ employees have little protec-
tion from termination at the
whim of their employer, and
information posted on the
Internet may embarrass an
employer enough to desire disas-
sociation with the source.

With the explosion of infor-
mation and content available on
the Internet, both employers and
employees should be concerned

how information discovered
could be used. Consider the fol-
lowing recent news story: an
employee of a bank in New York
City notified his manager that
something had come up and he
would be unable to make it into
the office the day after
Halloween. The manager sus-
pected that his employee was not

being quite honest and checked
his Facebook page, which con-
firmed his suspicions. He
observed newly posted pictures of
the employee from a Halloween
party the night before. Rather
than reprimand the employee,
the manager sent him a note
acknowledging receipt of his
unavailability notice and compli-
menting his Halloween costume.
Luckily for the employee, his
supervisor had a sense of humor
about his subordinate’s plight.
Rather than terminate him, he
chose to embarrass him.

However, some employers do
not have a sense of humor about
content found on the Internet. In
one instance, a law enforcement
officer posted pictures of evi-
dence on his Facebook page. Not
only did his employer discover
the photographs of the evidence,
he also discovered photographs

of the dashboard of the officer’s
cruiser, showing a speed of 100
mph. When his employer discov-
ered this information, the officer
was immediately terminated.
Then the employer announced
that searches of MySpace and
Facebook would become routine
procedure in conducting back-
ground checks. 

When conducting background
checks, employers should be
aware of the terms-of-use adviso-
ry on Web sites such as Facebook
and MySpace. Such policies
could, in some limited circum-
stances, create liability, especially
if an employer created a false
identity in order to gain access to
the Web sites and obtain informa-
tion about an employee. 

Employers should also be cau-
tioned against hacking or prying
into otherwise private social net-
working Web sites. Some Web
sites offer controls that restrict
the amount of access strangers
have to individual pages, and if
an employer attempts to break
through the restrictions or other-
wise hack into an employee’s
page, the employee may have a
strong invasion-of-privacy claim
against the employer. 

Once an employer locates

information about an employee
on the Internet, the employer
may be faced with making a deci-
sion about what to do with that
information. Employers should
be cautioned to consider the sub-
stance of the information rather
than its form. If the information
they find thrusts the employee or
prospective employee into a pro-
tected class, then the employer is
precluded from making an
employment decision based on it.
Regardless of how information is
discovered, employment deci-
sions should always be made on
the merits of the candidate. And
since every case will be unique, it
is advisable to consult with a pro-
fessional on how to handle each
situation. 

Sometimes, information post-
ed on the Internet may result in
other unintended consequences.
For example, consider the sce-
nario where photos were posted
online showing parents drinking
alcohol with teenagers at a high-
school graduation party. These
photographs resulted in the local
authorities prosecuting the par-
ents for distributing alcohol to
minors. The authorities had some
of the best evidence they could
ever hope to obtain — photo-
graphs of adults caught in the act
of allowing teenagers to consume
alcohol. A warrant was not
required for the information dis-
covered by the police because it
was posted in the public forum of
the Internet.

Another example of unintend-
ed consequences is Facebook’s
recent disastrous advertising
experiment that severely compro-
mised the privacy of countless
members. Facebook apparently
worked out a marketing agree-
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ment with affiliates that identified
online purchases with E-mail
addresses of Facebook members
and added their purchases to the
members’ pages without their
consent. This broadcasted every-
thing from movie tickets and per-
sonal items to holiday gift pur-
chases for members’ friends and
family, causing embarrassment
and frustration enough to have
more than 50,000 people sign a
petition to stop the practice.

Under extreme pressure from
its members to discontinue the

advertising scheme, Facebook
posted a message on its site say-
ing, “We’re sorry if we spoiled
some of your holiday gift-giving
plans. We are really trying to pro-
vide you with new, meaningful
ways … to help you connect and
share information with your
friends.” 

Imagine how many employers
viewed Facebook members’ per-
sonal purchases. Is it possible that
some employment decisions were
made based on the information
found there?

The bottom line is that in
today’s technologically advanced
world, employees can no longer
expect their personal identities to
remain anonymous if they post to
social networking sites and blogs,
or their friends post information
about them. Employers are cau-
tioned to use information found
online carefully, but the reality is
that impressions are made that
could adversely affect hiring deci-
sions, career status, and the
advancement potential of

employees.❖
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