
E
verybody recognizes that technology is 
rapidly changing the workplace. Most 
employees have access to the Internet 

during business hours from their work com-
puters, and even those who don’t likely have a 
smartphone in their pocket that can connect 
them to the Internet just as easily. 

In order for an employee handbook to be 
effective, it must take the above into account. 
Evolving technology complicates employer 
and employee expectations, so a company’s 
employee handbook must change to refl ect 
the times. This is the best way to assure that 
your employees feel respected and valued 
while protecting your business from threats 
that accompany technological and communi-
cation advances.

Cell-phone Policy
Not too long ago, an employer had little 

need of a cell-phone-use policy. However, 
now that most everybody carries one, it is 
necessary to incorporate such a policy into 
your employee manual to ensure that your 
employees spend a minimum amount of 
work time on personal calls and reduce your 
potential liability for improper use.

For example, an employee who distributes 
child pornography via his company-owned 
cell phone may expose your company to legal 
consequences.

It is also important to document in your 
handbook that employees should have no 
expectation of privacy for their voicemail and 
texts from a company-owned cell phone.

Social-media Policy
Social-media use is another issue that 

didn’t exist just a few years ago and should be 
addressed within your employee handbook. 
While employees can be your company’s 
most valuable online advocates, improper 
social-networking site use can cause serious 
damage your company’s brand.

As an employer, you should take an active 
role in guiding employee activity within the 
social-networking sphere. Your employee 
handbook should include information about 
how your employees are advised to inter-
act online with prospects, customers, and 
clients while on the job, as well as guidance 
regarding what they post about your com-
pany online after working hours. You should 
educate your employees so they understand 
that everything they post online leaves a per-

manent digital footprint, even if they delete 
it. Consider using words within your social-
media policy such as ‘respectful,’ ‘helpful,’ 
and ‘positive.’

To safeguard your business, you should 
have a clear policy prohibiting employees 
from posting confi dential or privileged com-
pany information. Additionally, although it 
is tempting to forbid employees from making 
disparaging comments about your company, 
the law hasn’t generally supported such legal 
actions against employees. The better tactic 
is to remind employees that they are ‘at will,’ 
and can be terminated for any reason.

In addition, it is a good idea to provide 
guidance regarding company voice versus 
personal voice. When employees who regu-
larly speak on behalf of your company post 
something online from a personal account, 
they should make it clear that their opin-
ions and comments are their own and do 
not represent the opinion of your compa-
ny. Employees should be reminded that, in 
today’s open communications world, there is 
a very blurry line between personal and pro-
fessional use of social media, and they repre-
sent your company whether they are on or off 
the clock. Their personal activity refl ects on 
your business, so they must keep it clean and 
professional.

Be sure to include information about the 
consequences of violating your social-media 
policy, so employees realize that their activity 
may affect their jobs. As social media evolves, 
so will the potential issues, so consider your 
policy a work in progress and revisit it from 
time to time, perhaps annually.

E-mail Policy
E-mail is another issue that must be 

addressed within your employee handbook. 
As an employer, you are justifi ed in your con-
cern about the amount of time your employ-
ees may spend on personal e-mails and your 
company’s potential for liability. E-mails can 
be used against an employer in a lawsuit 
in the same way as any correspondence. In 
recent court cases, employee e-mails have 
been presented as evidence in claims of dis-
crimination, sexual harassment, and other 
illegal activities. 

Your e-mail policy should also remind 
employees that they should have no expecta-
tion of email privacy within their workplace, 
remind them of unacceptable e-mail practic-
es, and express the consequences of violating 
your e-mail policy.

Internet Policy
Personal use of the Internet is another area 

that you should address within your employ-
ee handbook. Statistics from Cyber Monday 
revealed that more than half of employees 
shopped online while at work. Employees 
are also often tempted to participate in such 
activities as fantasy sports and online gaming 
while on the job.

Such things reduce employee time spent 
actually working and also clog up your com-
pany’s pipe to the Internet, slowing it down for 
employees who are truly working. In addition, 
imagine the trouble you could get into if an 
employee distributes or downloads illegal con-
tent, or views illegal Web sites. Your employee 
manual should address these activities and 
express the consequences for infractions.

Additional Policies
Other non-Internet subjects worth detailing 

in your employee handbook include: workers’ 
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compensation, at-will employment, anti-dis-
crimination, harassment, sick or personal days, 
and vacation time (Massachusetts employers 
are not required to pay terminated employees 
for unused sick or personal days, but unused 
vacation time is considered wages and must be 
paid upon termination). Other topics include 
Family Medical Leave Act (FMLA), access to 
personnel fi les (in Massachusetts, employees 
have the right to access their records within fi ve 
days of submitting a written request), and jury-
duty leave (in Massachusetts, if an employee is 
scheduled to work for three months prior to 
jury duty, he or she is entitled to regular wages 
for the fi rst three days of jury-duty leave.)

Your employee handbook should also 
inform employees of their rights under 
the federal Consolidated Omnibus Budget 
Reconciliation Act (COBRA.) Employee 

health benefi ts may be continued at the 
employee’s expense for up to 18 months after 
a voluntary or involuntary termination, for 
employers with 20 or more employees. At the 
state level (often referred to as mini-COBRA), 
continued coverage is available for the same 
amount of time for employers with two to 19 
employees. 

Infractions and Consequences 
Your employee handbook can be an effec-

tive document only if it is enforced. You must 
be sure that employees have read and under-
stand what is and is not permitted behavior 
within your company. You should also moni-
tor employees and enforce your company’s 
policies uniformly when dealing with infrac-
tions. ■
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